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This document shows how to use Microsoft’'s Process Explorer to identify
which software has claimed the USB Port, which can inhibit users to use the
port with their application or software. Sometimes PC software can grab or
claim the USB port without the user knowing.
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1 Introduction

1.1 Overview

Microsoft’s Process Explorer can be useful to find out if some PC software has unwantedly claimed

that the USB port is already in use.

This issue is quite apparent with some

Lenovo PCs.

The error shown in Figure 1.1 demonstrates this problem. PuTTY terminal cannot open the port
because some other software is already using the USB Port so gives an error.

PuTTY Error

=)

¥% Unable to open connection to

COmd
Unable to open serial port

Figure 1.1 Unable to Open USB Connection

FTDI provide VCP Drivers and D2XX

Drivers. Application software can open the USB Port using

either of these drivers. This Application Note covers checking both options to figure out what

application has claimed the USB Port.

Process Explorer can be used for many other things, but this application note concentrates on

using it for USB.
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2 Microsoft Process Explorer Application

A free program called Process Explorer is available from Microsoft:

https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

This allows users to find out the application process that has claimed the USB Port. The process
could then be killed in Task Manager, or the software could be uninstalled to avoid the issue

happening again.

2.1 Operating Process Explorer

Download and run process explorer and select Find - Find Handle or DLL as shown in Figure 2.1.

Figure 2.1 Process Explorer Application

This allows users to search for applications using the USB port as shown in Figure 2.2.

& Process Explorer - Sysinternals: www.sysinternals.com l = |s[E] é,l
File Options View Process | Find | Handle Users Help
d @ =EDOE]| ;f Find Handle or DLL... Chrl+F Q | | | R J |
Process CPU  Private Bytes = Working Set  FID  Description Company Name |«
[ E|System Idle Process 24K
= B System 240K E
B Intemupts 029 0K 0K ri/a Hardware Intermupts and DPCs
W smss exe B28 K 72K 388 T
| csrss.exe 4,060 K 372K 532
=) B wininit.exe 1724 K 124K 624
) B services exe 416K 10186K 736
= [m7svehost exe 0.03 5916 K 6,808 K 860 Host Process for Windows 5... Microsoft Corporation
rundll32 exe 8828 K 7520 K 5104 Windows host process (Run... Microsoft Comparation
ﬂ FlashLtiled_27 0_0_.. 4528 K 10,768 K 8340 Adobe® Flash® Player Install... Adobe Systems Incorporated
[msvchost.exe 8876 K 8424 K 964 Host Process for Windows S... Microsoft Corporation
= [m7 svchost exe 004 26,868 K 14328 K 428 Host Process for Windows S... Microsoft Corporation
1] audiodg exe 21564 K 23248K T2
= [m7svchost exe <0.01 150,720 K 138736 K 564 Host Process for Windows 5... Microsoft Corporation
(w7 dwm exe 008 35,500 K 34416 K 4832 Desktop Window Manager Microsaft Comporation
5| WUDFHost exe 2264 K JI13BK 2208
[mTsvchost.exe 001 17160 K 17504 K 588 Host Process for Windows 5... Microsoft Cormporation
= [m7svchost exe <0.01 39,500 K 43544 K 432 Host Process for Windows S... Microsoft Corparation
T wuauch exe 2516 K 2612 K 6460 Windows Update Microsoft Corporation
[m T svchost exe 11,948 K 5,676 K 1104 Host Process for Windows S... Microsoft Comparation i
Type = Mame
CPU Usage: 3.77%  Commit Charge: 37.77% Processes: 103 Physical Usage: 51.86%

Product Page
Document Feedback

4

Copyright © Future Technology Devices International Limited


http://www.ftdichip.com/FTProducts.htm
mailto:docufeedback@ftdichip.com?subject=Document%20Feedback:%20TN_177%20Version%201.0
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

=7 Technical Note
FTDI TN_177177 USB Process Explorer

&\ Chip Version 1.0

Document Reference No.: FT_001433001433 Clearance No.: FTDI# 577

'!"'..‘

¥ Process Explorer Search @
Handle or DLL substring: | Search Cance

Process PID Type Mame

Figure 2.2 Process Explorer Search
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2.2 VCP Port Analysis

To find out if an application has claimed the USB VCP Port, search \Device\VCP as shown in Figure
2.3. In this example, a terminal program called PuTTY is using the USB VCP Port.

Y Process Explorer Search lﬁ
Handle or DLL substring: \Device\WCP Search Cance
F'rou:egs PID Type Mame
putty exe h248  File “Device ' VCPD
1 matching items.

Figure 2.3 VCP Search

6

Product Page
Document Feedback Copyright © Future Technology Devices International Limited


http://www.ftdichip.com/FTProducts.htm
mailto:docufeedback@ftdichip.com?subject=Document%20Feedback:%20TN_177%20Version%201.0

=7 Technical Note
FTDI TN_177177 USB Process Explorer

=N Chip Version 1.0

Document Reference No.: FT_001433001433 Clearance No.: FTDI# 577

'r’“"l‘

2.3 D2XX Port Analysis

To find out if an application has claimed the USB D2XX Port, search \Device\USB as shown in
Figure 2.4. In this example, a terminal program called Multi-threaded TTY is using the USB D2XX
Port.

& Process Explorer Search ﬁ
Handle or DLL substring: \DeviceJSB Cance
Pmces; PID Type MName
doc Y2exe 7456 File “Device  JSEFDO-7
1 matching items.

Figure 2.4 D2XX Search
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3 Conclusion

The Process Explorer application from Microsoft can be easily used to establish what software has
claimed the USB Port. Sometimes this happens without the user knowing, meaning that the port
cannot be accessed. The user can now kill the process identified or uninstall the software causing
the problem.
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USA

Tel: +1 (503) 547 0988
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E-Mail (Sales)
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such use. This document is subject to change without notice. No freedom to use patents or other intellectual property rights is
implied by the publication of this document. Neither the whole nor any part of the information contained in, or the product
described in this document, may be adapted, or reproduced in any material or electronic form without the prior written consent
of the copyright holder. Future Technology Devices International Ltd, Unit 1, 2 Seaward Place, Centurion Business Park,
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Appendix A - References

Document References

Microsoft Process Explorer

VCP Drivers
D2XX Drivers

PuTTY Terminal

Multi-threaded TTY Terminal

Acronyms and Abbreviations

Terms Description
usB Universal Serial Bus
VCP Virtual COM Port (driver)
D2XX D2XX direct (driver)
PC Personal Computer
DLL Dynamic Link Library
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